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Electronic Communication and Documentation

IS IT SAFE TO COMMUNICATE WITH PATIENTS BY EMAIL?

Electronic communication has its advantages. Messages can be sent and received

instantaneously. Email is inexpensive to use and creates a permanent record of the

communication. Many practices are now using email to communicate with their patients.

However, the use of email carries some risks and liability concerns that should not be ignored.

Electronic communication must never replace face-to-face contact in the physician-patient

relationship. If used, it should only supplement and enhance the relationship. The least risky

way to utilize email communication with patients is to limit the content of your messages to

administrative issues such as appointment con�rmations, address changes, and other non-

clinical matters.

The American Medical Association (AMA) (www.AMA-assn.org) takes the following position on

electronic communication:

AMA Ethics Policy

Email can be a useful tool in the practice of medicine and can facilitate communication within

a patient-physician relationship. When communicating with patients via email, physicians

should take the same precautions used when sending faxes to patients. These precautions are

presented in the following considerations:

Email correspondence should not be used to establish a patient-physician relationship.

Rather, email should supplement other, more personal, encounters.

When using email communication, physicians hold the same ethical responsibilities to

their patients as they do during other encounters. Whenever communicating medical

information, physicians must present the information in a manner that meets professional

standards. To this end, specialty societies should provide speci�c guidance as to the

appropriateness of o�ering specialty care or advice through email communication.

Physicians who engage in email communication should notify recipients of email’s inherent

limitations and risks. Such notice should include information regarding potential breaches

of privacy and con�dentiality, di�culties in validating the identity of the parties, and

delays in responses. Patients should have the opportunity to accept these limitations prior

to the communication of privileged information. Disclaimers alone cannot absolve

physicians of the ethical responsibility to protect patients’ interests.

Proper noti�cation of email’s inherent limitations can be communicated during a prior

patient encounter or in the initial email communication with a patient. this process is

similar to checking with a patient about the privacy or security of a particular fax machine

prior to faxing sensitive medical information. If a patient initiates email communication,
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the physician’s initial response should include information regarding the limitations of

email and ask for the patient’s consent to continue the email conversation. medical advice

or information speci�c to the patient’s condition should not be transmitted prior to

obtaining the patient’s authorization.

Before engaging in any type of electronic communication, it is important to obtain patients’

signed consent. Refer to Curi’s Informed Consent Toolkit for sample forms.

The AMA has also developed practical guidelines on the use of email. A few of the main points

are listed below:

Communication Guidelines:

Establish a turnaround time for messages.

Do not use email for urgent matters.

Inform patients about privacy issues.

Tell patients who should know who besides the addressee processes messages during the

addressee’s usual business hours and during the addressee’s vacation or illness.

Retain electronic and/or paper copies of email communications with patients.

Establish types of transactions (prescription re�ll, appointment scheduling, etc.) and

sensitivity of subject matter (HiV, mental health, etc.) permitted over email.

Instruct patients to include the category of transaction in the subject line of the message

for �ltering.

Request that patients put their name and patient identi�cation number in the body of the

message.

Con�gure an automatic reply to acknowledge receipt of messages.

Send a new message to inform the patient that the request has been completed.

Request that patients use the auto-reply feature to acknowledge that they have read a

message.

Develop archival and retrieval mechanisms.

Maintain a mailing list of patients, but do not send group mailings in which recipients are

visible to each other. use the blind copy feature.

Avoid anger, sarcasm, harsh criticism, and libelous references to third parties in messages.

Append a standard block of text to the end of email messages to patients. it should

contain the physician’s full name, contact information, and reminders about security and

the importance of alternative forms of communication for emergencies.

Explain to patients that their messages should be concise.

When email messages become too lengthy or the correspondence is prolonged, notify

patients to call or come in to the o�ce.

Remind patients when they do not adhere to the guidelines.

If patients repeatedly do not adhere to the guidelines, it is acceptable to terminate the

email relationship.

Additionally, you must ensure that your email system is secure. We do not recommend the use

of internet email programs such as Yahoo, Gmail, or Hotmail. Such systems do not provide

adequate security.

Electronic communication with patients requires strict adherence to the above-listed policies

and procedures. If you are not able or willing to commit to the necessary actions, it may be

prudent to maintain more traditional forms of communication.

If your practice communicates with clients by email, consider excluding any document that

includes the patient’s social security number or other credit account numbers by email unless



your practice encrypts those messages. Doing this will help you avoid the need to report any

electronic breaches of security to your patients or government authorities. if your practice

uses the patient’s social security number as the patient identi�cation number, consider not

including the patient identi�cation number in email correspondence unless you encrypt, or

consider using an alternative identi�cation number system.

The AMA guidelines are updated periodically. Access the website frequently to obtain the most

recent information. The website is www.AMA-assn.org. Search for “electronic communications.”

ARE THERE ANY ADDITIONAL MEASURES A PRACTICE CAN TAKE

WHEN COMMUNICATING WITH PATIENTS VIA EMAIL?

Although an email disclaimer advises the reader that they are not to use information contained

in the email if they are not the intended recipient of the message, such a disclaimer does not

actually provide any protection or insulation from liability should a breach of protected health

information occur by email. However, because email disclaimers are common and may assist

practices in learning of misdirected emails, we would suggest something along the following

lines:

“This email message and any documents attached to it are con�dential and may contain

information that is protected from disclosure by various federal and state laws, including the

HIPAA privacy rule (45 C.F.R., Part 164). This information is intended to be used solely by the

entity or individual to whom this message is addressed. If you are not the intended recipient,

be advised that any use, dissemination, forwarding, printing, or copying of this message

without the sender’s written permission is strictly prohibited and may be unlawful. Accordingly,

if you have received this message in error, please notify the sender immediately by return

email or call (insert phone number), and then delete this message.”

Unfortunately, if a practice emails personal health information (PHI) to someone it should not

have, the practice has violated the HIPAA privacy rule regardless of whether an email

disclaimer was included in the message. if the recipient does notify the practice of the

incident and deletes the message, then the practice may be able to avoid having to notify the

individual whose PHI was disclosed about the breach, depending upon the circumstances of

the disclosure, but in each instance the practice will have to evaluate whether noti�cation

must occur pursuant to the breach noti�cation requirements of the HITECH act.

WE ARE THINKING ABOUT CREATING A WEBSITE FOR OUR

PRACTICE. WHAT LIABILITY ISSUES SHOULD WE CONSIDER WHEN

DESIGNING OUR SITE?

In our increasingly electronic world, patients appreciate the convenience of a practice website.

Often, a website is a patient’s �rst introduction to your o�ce. A well-designed site can

enhance communication and increase e�ciency.

Consider the following issues when designing and maintaining a website:

Content

Will your website be interactive or just informational? An interactive website can be very useful

and e�cient if it allows patients to request appointments or ask general questions. However,

your website should never give speci�c medical advice. Post a disclaimer on the site stating

that the information on your site is for “informational purposes only” and is not intended as

medical advice. Remind patients that they must contact your o�ce if they have speci�c

medical questions and should call 911 for emergency help. If you have a practice website, you

must post a copy of your practice’s HIPAA notice of Privacy Practices on the website with a

prominent link to the information.
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Marketing Statements

Be careful not to make speci�c claims on your website such as “we promise to make you feel

better” or “best care in the city!” Such statements could be used against you in a lawsuit.

Information

If patient education materials are posted on your site, make sure they are of a general nature

and cannot be construed as medical advice. Ensure that materials come from a credible

source, such as your specialty association. If links are provided, be sure to read the linked

material to ensure quality.

Emergencies

What should your patients do in an emergency? Call 911? Call your emergency line? Go to the

Emergency room? Post speci�c emergency instructions on your website. If you routinely use

email to communicate with patients, post a statement clarifying that email should never be

used in an emergency.

Appointment Requests

If you allow appointment requests through your website, they should be limited

to established patients only. This can be accomplished through a registration system that

requires patients to establish a login and password. If a new patient were to request an

appointment online, that person might mistakenly believe that a physician-patient relationship

existed before the practice was even able to con�rm the appointment.

Con�dentiality

If your website will be interactive, work with a website designer to establish secure messaging

capabilities. The use of passwords and encryption technology can help maintain privacy in

patient communications.

Documentation

Any communication sent or received through your website should be maintained in the

patient’s medical record. Review the �rst question in this chapter for more information on

email communication and documentation.

If you have further questions on developing and maintaining a practice website, you may wish

to engage the services of a professional website designer or consultant. Some companies now

specialize in medical practice websites and can provide customized advice.

HOW DO WE CHOOSE THE BEST ELECTRONIC MEDICAL RECORD

SYSTEM VENDOR?

Curi does not endorse a speci�c EMR vendor. However, we do recommend that each practice

choose a vendor based upon practice needs and work�ow e�ciencies. Due diligence in

research is imperative. Consider questions such as:

How long has the vendor been in business? Has the vendor recently been a party to a

merger with another vendor?

Is the company stable? Will the vendor be in business for the life of the system?

How long has the system you are considering been in the marketplace?

Is the system certi�ed so that your practice, by using it, may be eligible for the federal

government’s meaningful use incentive payments? Is the speci�c module or version of the

system you are interested in certi�ed? If not, does the vendor plan to submit the system

or module for certi�cation and, if so, when?

If an EMR system is purchased, will the vendor be on-site when the EMR system “goes

live?”

Is there any technical support available for the �rst 60 – 90 days? This information should

be included in your contract. Thereafter, is there live support available 24/7? What is the

cost of such support?



Are there specialty-speci�c templates available? If not, can they be designed, and would

that be an extra expense?

Ask the vendor when it performed its last update. How long did it take? More importantly,

what drives the updates? Are updates provided free of charge? For how long will the

vendor support the current version of the software after an update is issued?

Does the vendor already have a user group established?

Ask each potential vendor for a list of references. Try to obtain the names of three to �ve

practices that you may contact. Also, ask vendors about their unsuccessful implementations. It

is helpful to know what went wrong so that the process can be improved. If the vendor cannot

report an unsuccessful implementation, you may want to think twice about using that vendor.

When making reference calls, be sure to choose practices of similar size and specialty. Some

questions you may want to ask during your reference calls could include:

Is the system easy to use?

Is the system slow or fast?

How much down time do you have?

What is the technical support like?

After implementation, how long did it take for o�ce functions to return to baseline?

Do the templates accurately track the �ow of treatment? Alternatively, do they require

physicians to scroll through multiple screens that do not apply?

How long did it take to increase productivity?

What improvements are planned for the system?

Be sure to hire competent legal counsel to review the contract provided by your EMR vendor

before signing the contract and making an initial payment. If you are going to spend many

thousands of dollars on EMR software and support services, you should be certain that the

contract provides your practice with appropriate protections in the event that problems with

the software or service arise. For example, some vendor contracts permit the vendor to

terminate the contract for numerous reasons but do not allow for termination by the

healthcare provider even if the vendor breaches the contract. Other contracts provide

unusually limited or no vendor warranties for the software and services and speci�cally

prohibit the provider from seeking a refund or other damages that may result from a vendor

breach. Take the time to �nd the right product and then protect your ability to get your

money’s worth from it!

Other Considerations

One huge liability risk in your practice is an incomplete or inadequate tracking system. Your

EMR should track the ordering and follow-up of diagnostic tests, physician referrals, and

missed appointments. You also may wish to utilize the function of color-coding, icons, or

motion animation in the system.

Look for an EMR system that provides built-in reminders to complete all patient information.

For example, some systems have a feature that will not allow the user to miss a screen that

needs to be completed. The user may skip the screen, but an alert is given before closing that

encounter.

Security and con�dentiality is another concern when choosing an EMR system. The use of

audit trails is one of the most obvious security measures. Any alteration or late entry in a

patient’s medical record must clearly be noted with the time, date, and user name. This may

be an important piece of evidence if your practice is involved in a malpractice claim.

HIPPA and HITECH requires that reasonable steps be taken to secure records. This includes

such actions as requiring passwords, limiting access to speci�c records or portions of records

based on pre-set criteria, using state-of-the-art �rewalls and other anti-hacking measures if



the system is accessible from outside the practice, and locating monitor screens where others

cannot read them.

In order to keep your electronic information secure, work with your vendor to ensure that your

system is up-to-date on the latest security measures.

Your system should be able to incorporate HIPAA standards, audit controls, data integrity

controls, authentication, and transmission security. Rigorous technical controls help to ensure

patient con�dentiality. Your system also should be able to track external releases of electronic

medical information.

HOW CAN WE ENSURE THE QUALITY AND INTEGRITY OF OUR

ELECTRONIC MEDICAL RECORDS?

With the increased use of electronic medical records, protecting the integrity of information

poses unique challenges. Much of the research on maintaining the electronic medical record

addresses HIPAA regulations. However, embedded in the steps to protect the security of the

medical record is often advice that ensures the integrity of the record and allows for tampering

to be identi�ed?

For example, the Johns Hopkins university information Security institute and the American

Health information management association identi�ed the following steps for protecting

electronic records:

Curi supports the necessary actions required to maintain the integrity of your patients’ medical

records. While a medical malpractice lawsuit may never occur, the best course of action is to

be proactive. Be prepared to demonstrate that all measures are in place to prevent tampering

and ensure that tracking of electronic medical record entries are monitored and available.

These steps may contribute to future defense.

Comply with the guidelines and requirements for the privacy, security, and

con�dentiality of medical records as required by the Health insurance Portability

and accountability act (HIPAA).

1

Assess your environment and develop security and privacy policies.2

Educate employees as soon as they are hired about the importance of protecting

patient privacy and con�dentiality.

3

Be careful about displaying patient data on the screen of an unattended computer

monitor.

4

Keep computers away from public view and access.5

Use screen savers.6

Use encryption.7

Periodically change user ids and passwords.8

Do not share your user id and password with others and do not write them down.9

Revoke ids and passwords as soon as authorized users resign or are �red.10

Safeguard or lock the medical records area.11

Use audit trails to track when a record is accessed and by whom.12

Install �rewall software.13



One way to ensure the integrity of patient medical records in an EMR is to implement and

follow policies and procedures about who may access, use, and disclose those records.

Remember that under HIPAA and state law, only authorized persons should have access to

patients’ medical records and, except if they are providing treatment, they should have access

only to the minimum amount of information necessary for them to accomplish the task at

hand. Train all of your employees – clinical and non-clinical – on these policies and

procedures.

WHAT IS THE PROPER WAY TO TO AMEND INFORMATION IN AN

ELECTRONIC MEDICAL RECORD?

Your practice also should maintain policies and procedures regarding completion, timeliness,

and authentication of medical records in an EMR system. One important consideration is to

ensure that your documentation clearly indicates whether and when a patient’s record was

amended or that it includes a late entry. Just as it is impermissible to erase or white-out

information in a paper record, you should not amend an entry in an EMR by deleting or over-

writing information. The amended record should state on its face that it has been amended

and should show the nature of the amendment, when and by whom it was made, and be

signed by the person making the amendment.

Both the original and the late or amended entry should be able to be viewed. Most EMR

systems permit addenda and late entries and allow you to date and sign the late entry and

submit it as an addendum to the original entry. If your system cannot do this, ask your vendor

when a patch or revised version of the software will be available.

HOW CAN MEDICAL RECORD DOCUMENTATION IN AN ELECTRONIC

MEDICAL RECORD SYSTEM AFFECT PAYMENT?

In addition to being important from a record integrity standpoint, an electronic signature is

important from a reimbursement standpoint. Both Medicare and Medicaid require that records

demonstrating the medical necessity of any treatment billed to the program be complete at

the time the bill is rendered. This means, among other things, that physician notes, interpretive

reports, and other record entries upon which medical necessity is based must be signed and

dated by the responsible practitioner prior to billing for the service. Accordingly, ensure that

your practice does not submit claims for payment to any insurer before the treating

practitioner has reviewed the electronic record and attested to its accuracy by signing o� on it.

If your practice uses an EMR, the attestation process involves having the practitioner a�x his

or her electronic signature to the encounter. In some EMRs, a signature is required to “lock”

your note. Have a written policy that requires all records of encounters to be completed within

a certain time frame following the encounter, and ensure that all physicians know how to a�x

their electronic signatures to encounters. Also, be sure that your clinicians understand that

they must “lock” all encounters before those encounters may be billed.

The metadata in your electronic health record should be able to demonstrate conclusively that

the supporting record entries and signatures were entered in a timely manner. However, if you

or your practice fails to complete and sign encounter forms before submitting claims for

payment, the insurer may deny payment of the claim. Alternatively, the insurer may pay the

claim but at a later date perform a retrospective review of your claims and determine that

because the claim was submitted before the physician signed the encounter, you have to repay

the money to the insurer.

DOES STATE LAW ADDRESS ELECTRONIC COMMUNICATION?

Most states permit the electronic storage of medical information. Curi recommends

referencing state-speci�c law before developing a policy regarding storage of electronic
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medical information.

Record Scanning

When scanning paper records into an electronic system, once you are able to con�rm that the

information scanned correctly, completely, legibly, and is retrievable, paper records may be

destroyed. Be sure to follow proper disposal procedures (by shredding or incinerating the

records) in order to avoid breaching con�dentiality. Refer to Section 8 for more information on

record disposal.

Electronic Consent Forms

Most state laws allow medical providers to destroy paper copies of consent forms after they

have been scanned into the electronic medical record. Curi recommends referencing state-

speci�c law. Again, if you are disposing of paper forms, ensure that they do not leave your

practice in a readable form.
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